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Cy4aCHMM CTaH 1HPopmauiuHOT be3neku

KibepaTakn NpoAoBXyoTb cTaBaTh Oifblu B4OCKOHANEHUMM
Ta BUTOHYeHMMU. Y 2019 poui malware-free artakm
CTaHoBUNM 51% BCiX BUABNEHUX CNPo6 BTOPrHEHHA B
iHbOpMaLiNHI cnctemm.

DaepBoniB Ta aHTUBIPYCIB HeOOCTaTHbO, WOO 3YyMUHUTK
31I0MW Ta 3axXUCTUTU Bawi KoHdigeHUinHi faHi. He icHye
Prevention iHCTpymeHTiB, AKi mornm 6 rapaHtyBatm 100%
3axucTe Bi BUTOKY iHpopMallii.

‘ binbw edeKkTMBHI pilleHHA Ana BUABNEHHA Kibep3arpos

a BMMAaralTb iHPPaCcTPyKTypn, AKOK MOTPIGHO KepyBaTtw, i

reHepylTb BeNnYyesHy KifbKiCTb OMoBileHb, AKi MOoTpibHO

o 06pobnATN Ta iHUMAEHTIB, AKI NoTpebyloTb PO3CAigyBaHHA
KBanipikoBaHUM NEPCOHAsIOM.



Cy4aCHMN CTaH 1HPopmauinMHOT be3nekwu

CyyacHi meToau Ta TexHiKu
BUABNIEHHA  Kibep 3arpos
30€6inbWOro rpyHTYI0TbCA Ha
po6orTi 3 Big Data.

SIEM, UEBA, EDR Ta iHLi
pilLeHHA 36upalTb AKOMOra
Oinblue gaHMX Ta NPOBOAATL
IX aHani3 ana BUABNEHHA
NOTEHUINHUX 3arpos.

Llen nigxig epekTtnBHun, ane
BMMarae 3abaraTo pecypcis.
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NMpobnemm BUKOpPUCTAHHA B1g Data

[MPOBJIEMA KIJIbKOCTI [MTPOBJIEMA OBPOBKH
"  BMWCOKI BUTPATW Ha "  HagMipHa KinbKiCTb
LeHTpanisauito noris Ta CMOBILLEHD, AKi NOTPebyITb
MeTagaTu 06pPOOKM
= [aHi 3aMaloTb baraTto " BNCOKUIN NOKA3HUK
MicLiA Npu 36epiraHHi NOMWUIKOBO-MO3NTUBHUNX
" 3HaNiTUKa AaHWUX BUMarae CMOBiWEHb
6arato 064YNCNIOBaNbHUX " HEMOX/MBICTb PO3CTABUTK
pecypciB npioputeTn onA IHLI,VI,EI,eHTIB !
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Labyrinth Deception Platform

Labyrinth Deception Platform 3miHioe napagurmy kibepbesneku, nigxogaunm A0 BUABMIEHHA 3arpo3 fAK Ao
npobnemu "npaBuibHUX AaHNX", a He "BeNnKNX AaHnx', Ha BigmiHy Big BupobHukis SIEM, UEBA a6o EDR.

= SILABYRINTH Fab

Dashboard ¢
Opened Alerts In Progress Alerts Alerts Per Honeynets Alerts Per Point Types
18 21 1 14 7 7 9 2 1
del tasty updatetest shellshock vsftpd-backdoor msowa sshd 1c fortigate
Seeder Agents Points Count Networks (VLAN) Tot... Tasks Total Points Per Honeynet
18 21 1
dcl tasty updatetest
Alert Scores Alerts Per Point Types
‘ Shellshock vulnearbility has been exploited 10 15% shellshock 15
wsFTPd backdoor vulnearbility has been exploited 10 15% vsftpd-backdoor 10
Port scan detected (TCP SYN, e.g. nmap -s5-T4) 10 5% & gy @ S, e msowa 30
. Web scanner has been detected 10 15% sshd 27
== Successful login 10 15% - 1c 29
== 1C bruteforce attempt 4 6% = fortigate 25
== shellshock has been exploited 10 15%
== Port scan detected (UDP, e.g. nmap -sU -T4) 3 4%
Top 10 Attackers by Risk Score Top 100 Alerts
Attacker IP Risk Score * Timestamp * Reason Source IP Point ID Point Type Honeynet State
- 1

[Mnatdopma Hagae aTakyloumm intosito BpasnmeocTen IT cepsiciB Ta gogaTkiB. Labyrinth npoBokye
3NI0OBMUCHWKIB Ha Ail, BUABNAE Ta BiACTEXYE BCIO IXHIO AiANbHICTb Ta i30/110€ X Bif peanbHol IT-mepexi.



Labyrinth Deception Platform

Labyrinth Deception Platform gonomarae epekTnBHO NPOTUAIATN HANGINbL CKNAgHMUM Kibep 3arpo3am.
OyHKLiOHaN pilleHHA HaAa€ NOTYXKHiLUi MOXKITMBOCTI ANA BUABMNEHHA LinboBux atak (APT), 60THeTiB, zero-day
Ta malware-free aTak.

Hemae npo6nemu 3 KinbKicTio gaHunx

« He noTpebye 360py Bennye3HoI KinbKOCTi aHUX I
- 36upac nnile aaHi, NOB'A3aHi 3 iHUMAEHTaMK Ge3neK ™I

« HynboBMI1 BNAMB Ha NpPoOyKTUBHICTL IT Mepexi

Hemae npo6nemmn o6po6bku gaHnx

- He reHepye "undposunin wym"

« BKpan H1U3bKMM NOKAa3HNK NOMMUIKOBO NO3UTUBHUX CMOBIiLLeHb
- 3abe3neyye NOBHY BUAUMICTb aTaku B PeXMMi peanbHOro yacy

-
]«

i 8
RN

U e)

Hemae npo6nemun ekcneptusun

e [[pocTa ycTaHOBKa Ta KOH®irypauis

« Hiaknx cneuianbHUX HABUYOK A1A KOPUCTYBAHHA PilleHHAM
- ABTOMaTN30BaHe BUABNIEHHA Ta pearyBaHHA
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APXT1TeKTypa pl1WEeHHSA

Pobouya Homa € XocTom Anda BCiX
Point y Labyrinth. BoHa npauioe B
nekinbkox VLAN ogHoyacHo.

:2' Seeder areHTu npauloTb Ha cepBepax
. Ta pobounmx  CTaHuiax, imiTyroum

: NpuBabNMBI apTedakTu. Mpw
CrpavutoBaHHi areHT CrPAMOBYE
3/TOBMUCHUKIB 10 Point.

Point imiTye BMICT Ta cepsicu, WO Bca 3ibpaHa iHpopmauia HagxognTb

EI BiAMNOBiJalOTb  NOro  MepeXeBOoMy @ IH Ha KOHCONb ynpasniHHA A1A aHanisy.
OTOYEHHI0, Ta YTPUMYE 3NTI0BMUCHUKIB Y (111} KoHconb Haacuiae HeoOXidHi AaHi
Labyrinth, nokn He 6yae 3ibpaHa BcA Ha nnatdopmy pearyBaHHA Ha
HeobxigHa iHdopmalis. IHUMOEHTW.

IR nepeBipae meTagaHi B 30BHiLLHIX 6a3ax
OaHUX Ta TPUCKOPIOE pearyBaHHA Ha
IHUMOEHTN 3@ [OrMOMOrol  CTOPOHHIX
IHTerpauin, AKi aBToMaTU3ylOTb i30NnALito,
6710KyBaHHA Ta NOLIYK 3arpos.




BUAB/IeHHA

PiBeHb Mepexi
AHomanii B npoTtoKonax

AKTUBHICTb fogaTKiB

= 3l

J\r Labyrinth

Graph

YRINTHI

Seeder Agent Info

Last registration time:

Machine ID:
Agent's user:
Agent's UID/SID:
Hostname:

0S Type:

0OS Arch:

IPv4 address:
Users list:

2019-10-29T15:36:04.168718
3662f5b4-9c14-4a4d-b235-14222219d11b
LAB\labuser
S-1-5-21-396890972-2831827206-783726629-1105
LabPCO1
windows
amd6e4
192.168.80.71

LABPCO1\Admin

Controls
SJaadl




CUrHani3auls

Migo3pini akTMBHOCTI

HecaHKLiOHOBaHi
cnpo6wm pocryny

Cnpo6u
BUKOPUNCTaHHA
Bpa3nnBoCTen

2l

YRINTHI

shellshock has been exploited

Point ID shellshock-6baa3
Poi 192.168.80.230
Point Type shellshock

Attacker |

Source IP 192.168.80.1

Reason shellshock has been exploited
Alert Score 5

Risk Score 20

Controls

SN
L

IR

10/29/2019 7:

Status open

ink N/A (Case not created yet)

Alerts

. shellshock has been exploited 5
(open)

Timestamp: 2019-10-29 17:35:45.047000

Destination 1P: 192.168.80.230

ID: b90db1ed-9f61-4212-8bfa-

6b1d1d771725

IR link: N/A (Case not created yet

Source IP: 192.168.80.1

Point Honeynet: honeynet01

Point Location: del

Point Hostname:

Point ID: shellshock-6baa5a%9

Point IP: 192.168.80.230

Point Type: shellshock

Suspicious file has been created 1
(open)

Timestamp: 2019-08-08 21:03:07.184000

Destination 1P: 192.168.80.205

ID: 4d88chde-faTe-41a2-

a231-68468ec22752

IR link: N/A (Case not created vet

Source IP:

Point Honeynet: honeynet01

Point Location: del

Point Hostname:

Point ID: sshd-e3a0963d

Point IP: 192.168.80.205

Point Type: sshd

, sshd successful login 4 (open)
imestamp: 2019-08-08 21:56:23.905000
Destination 1P: 192.168.80.205

ID: 4d4bad2e-465a-4b30-
ae70-7aBd74d67c00

IR link: N/A (Case not created yet
Source IP: 192.168.80.1

Point Honeynet: honeynet01

Point Location: del

Point Hostname:

Point ID: sshd-e3a0963d

Point IP: 192.168.80.205

Point Type: sshd

, sshd bruteforce attempt 4 (open)
Imestamp: 2019-08-08 21:56:23.905000
Destination IP: 192.168.80.205

1D: 804124f2-440c-4969-
hSde-T756dcha3BT0




.Q Alerts

YRIMNTH

Timelines Alerts

@ Open

In Progress

Ignored @ Closed

® 10/29/2019 5:35:45 shellshock-6baa5ad9 shellshock 192.168.80.1

Alert
score 5

Risk
score A
2

Point Info

| ‘ Attacker Info

ID: shellshock-6baa5a%9
IP: 192.168.80.230
Type: shellshock

Source IP: 192.168.80.1
Reason: shellshock has been exploited
Alert score: 5

Status: open
IR Link: N/A (Case not created vet)

Risk score: 20

Events related to the Alert(timeline)

Point Type shellshock. Point ID shellshock-6baa5a99. Location del. Source IP 192.168.80.1.

36ip paHux 3 Points

lneHTndikauina sarpos

* Jlorn iHUMpeHTIB Ta 3BIiTHICTb

* IHTerpauia s SIEM




AHanN13

Shell command execution 10/29/2019 7:43:07
Point (4] o IR
Point ID vsftpd-backdoor-e98a3a9b8 Source IP Status
Point IP 192.168.80.233 Reason Shell command execution IR Link M| e not created yet)
. . Point Type vsftpd-backdoor Alert Score 1
Risk Score 0
e AHanis wabnoHis

Suspicious file has been created 10/29/2019 7:43:07 \

oint Info Attz fo IR
° C" p06“ Aoc‘ryny \ backdoor 8 Source IP Status open
Point IP 192.168.80.233 Reason Suspicious file has been created IR Link N/A (Case not created yet)

Point Type vsftpd-backdoor Alert Score 1
Risk Score 0

« EKcnnyaTtauia
Bpa3ninBoCTen

« AHanis noBeAiHKN

« KOHTeHT-aHanis



PearyBaHHA

MigTpumka poscniayBaHb

ABTOMaTN4YHe reHepyBaHHA
iHAuKaTopiB 3arposmn

BaratoKkopucrtysaubKui
Aoctyn

CTBOpPEHHA 3BIiTHOCTI

ABTOMAaTN4YHe CﬂOBiI.I.I,eHHﬂ

E\TheHiVE + New Case ~ Mytasks @ Waiting tasks @ Alerts (#18) | Ll Dashboards | Q Search

Case # 6 - shellshock has been exploited

2 Created by admin & Tue, Oct 29th, 2019 19:44 +02:00 & 2 Related cases

& Details = Tasks @ # Observables @€
Summary

Title shellshock has been exploited
Severity

TLP

PAP

Assignee admin

Date Tue, Oct 29th, 2019 19:36 +02:00
Tags mm

Additional information +

Risk Score 20

Alert Score 5

Location dcl

Network ID honeynet01

Point Type shellshock

Point ID shellshock-6baasa99

Instance ID 23c5f56daf33

@ Close ™ Flag & Merge X Remove | # Responders v

Related cases

Newest (Case # 5 - vsftpd bruteforce att:

Created on 2019-09-03
Shares 1 observable
Tagged as

wsftpd-backdoor

Oldest (Case # 3 - vsftpd backdoo

Created on 2019-08-20
Shares 1 observable
Tagged as

wsftpd-backdoor
See all (2 related cases)
Metrics

No metrics have been set

empt)

has been exploited)

m # Admin - o admin

@ Open in new window = Hide
+ Added by admin © 2 minutes
@ shellshock has been exploited
Thi ontains 2 observ See

description: shellshock has been exploited




NepeBaru

PaHHE BNABMEHHA 3arpo3n B Mepexi @@5 BuAaBneHHA LiNboBUX aTak

—A
(Y  TouHicnosileHHs %] NicnaindekuiiiHe BUABNEHHS
gL ‘ .
1] Leuake pearyBaHHA Ha @ Po3nisHaBaHHA Lateral
IHUMOEHTU Movement

@ [poakTneHUM 3axncT CkopoyeHHa Dwell Time



OCobnBOCTI

NMacTKy BUCOKOI B3aemogil
PisHOMaHIiTHIicTb Ta Exposed Attacker

aBTeHTUNYHIcTb Points

baraTowapoBa 6e3nekKa @ m

Kacromisauin 'L'l'eap-:ul'u:-& -. Explail m-nmanu

ABTOMaTHN3aLUiA

MawTab6oBaHicTb




3M1HA NpaBwW

Ha npotuBary 6inbw TpaguuinHum
nigxogam pgo 6es3neku, nnatdopma
Labyrinth Deception gonomara€e 3miHUTK
nNpaBuia rpy Ha KOPMUCTb 3aXUCHUKIB.

Tenep HanagHWKK MatoTb OyTu npasi B
100% BMNagKiB, @ 3axXxMCHUKaM, LOO iX
3yMUHNTWN, JOCTaTHbO Wo6 nowacTnio
BCbOro OAWH pPas,.

Jopatoun gyxe epeKTUBHUN piBeHb A0
NOTOUYHMX MEXAaHI3MiB BUABNEHHA 3arpos,
Labyrinth moXe BMABUTM aTaky, HaBiTb
AKLWO 3M0BMUCHUKN BedyTb cebe pyxe
06epeXXHO He BUMKINKaouM peakLuilo B
IHWKX cncTemax 6esneku.




AILABYRIM T HI

LABYRINTH DECEPTION PLATFORM




SILABYRINMTFI FIREWALLS ARE NOTENOUGH

XaKiHr 3 BUKOPUCTAHHAM CKOMMNPOMETOBaHUX 06NiKOBMX
AaHUX KopucTtyBadiB, C2 Ta backdoor ctaHoBUTbL 80% Yycix

3/10MiIB.

Kibep3nounHui npoaoBXKyTb 3acTOCOBYBATU  binbLu
NPOCYHYTI Ta CKNAAHI TEXHIKM 310MmY.

TpaauuinHux 3axoais 6e3nekun, Takux Ak bpaHamayep Ta

3aXMCT KiHLEBUX TOUYOK, HEAOCTAaTHLO ANA 3YNUHKM XaKepiB | :
Ta 3aXMCTY KOHPiAEHUINHUX AAaHUX Big, BUTOKY. /

o)
5 1 A) yCiXx BUAB/MIEHUX CNPOO BTOPrHEHHA B

iHbOpMaLiNHI cMCTEMU - Lie aTaKn 6e3 BUKOPUCTAHHS
3/10BMUCHOTIO NporpamHoro 3abesnevyeHHs.
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CEePNO3HUX iIHUNAEHTIB 3 Kibepbe3neku.



TRADITIONAL NETWORK THREAT

AILABY RINTFI DETECTION

TpaauuinHi meToam Ta TEXHIKM BUABJIEHHA CKNaAHUX Kibep3arpos 3aebinbworo 6yaytotbca
Ha “big data” niaxoa,

Taki pilueHHA BMMAratoTb iHPPACTPYKTYPU, AKOI NOTPIOHO KepyBaTH, CTBOPHOIOTb BE/IMYE3HY
KiIbKiCTb OMNOBILLLEHb, AKI NOTPebyloTb PO3rnsaay, Ta iHUMAEHTIB, AKI NOTPebyloTb PO3CaiAyBaHHS
KBanidiKoOBaHMM NEpPCoHaNOM.

MPOBJIEMA EKCMEPTU3N

® BiACYTHICTb KBaNipiKoBaHOrO
nepcoHany

® BMCOKA BapTiCTb HABYEHOTO
nepcoHany

® HeaJeKBaTHA peakKuia Ha
IHUMAEHTH

Security Teams BuTpauatoTb b6inbLie 25% csoro yacy po3bupatoum False Positive
onosiweHHA (Ponemon Institute research 2020)



ALABYRIMTFI DECEPTION-BASED THREAT DETECTION

Labyrinth Deception Platform 3miHtoe napaaurmy kibepbesneku, nigxoaaum Ao BUABJIEHHA 3arpo3 AK Ao npobnaemm
"NpaBuabHUX AaHKUX", a He "BeNUKNX AaHux"

S RIDNMIIEE] 2o b

Dashboard 2

"4
Opened Alerts In Progress Alerts Alerts Per Honeynets Alerts Per Point Types
18 21 1 14 7 7 9 2 1
dcl tasty updatetest shellshock vsftpd-backdoor msowa sshd ife: fortigate
Seeder Agents Points Count Networks (VLAN) Tot... Tasks Total Points Per Honeynet
18 21 1
<[] tasty updatetest
Alert Scores Alerts Per Point Types

‘ == Shellshock vulnearbility has been exploited 10 15% == shellshock 15
VsFTPd backdoor vulnearbility has been exploited 10 15% vsftpd-backdoor 10
Port scan detected (TCP SYN, e.g. nmap -sS -T4) 10 15% msowa 30
. = Web scanner has been detected 10 15% = sshd 27
== Successful login 10 15 - 1c 29
== 1C bruteforce attempt 4 6% = fortigate 25

" == shellshock has been exploited 10 15%

== Port scan detected (UDP, e.g. nmap -sU -T4) 3 4%

Top 10 Attackers by Risk Score Top 100 Alerts
Attacker IP Risk Score v Timestamp v Reason Source IP Point ID Point Type Honeynet State
1
120.30.0.000 22000 AN20.N429TANA1.017 R TR T N A P 1703000 beallateonle e A OO AL TN i N

Mnatdopma 36Mpace TiNbKKM AaHI 3 BNACHUX CEHCOPIB Ta FEHEPYE /INLLE BUCOKOTOYHI CNOBILLEHHA, AKi nobyaoBaHi B
IHUMAEHTW Ta 36arayeHi KOHTEKCTOM.



LABYRINTH DECEPTION PLATFORM

FLABYRINTHI ADVANTAGES

17216.010 {x]
[eTeKTyBaHHA CKNagHUX 3arpos

¢ [103BONIAAE BUABUTU 3/TOBMUCHUKIB Y
KOpnopaTuUBHI mepexi Ao 12 pasis
wenawe

*Buasnae 6a30Bi Ta CKNaaHi 3arposu,
He3aNeXHO BiJ BUKOPUCTOBYBAHUX TEXHIK

*36Mpa€e AaHi NPO NepeMillleHHA aTaKyrumnX
Ta 3aCTOCOBAHI HUMW IHCTPYMEHTU

Ontumisauia npouecis SOC

*3HAYHO CNPOLLYE Npouec npiopmuTesalil
IHUMAEHTIB

® CKOpOYYyE Yac BUTPAYEHUMN HA MOMUIKOBO
NO3UTUBHI CNOBILLLEHHA

*3abe3neyye NOBHY BUAMMICTb aTaku B
pPeXXMMi peasnibHOro 4yacy

3HUXKEHHA CKNafHOoCTI

e[lpocTa yCcTaHOBKaA Ta KOHIrypauia

e Hiaknx cneyiasibHMX HABUYOK ANA
KOPUCTYBAHHA pPilLEHHAM

¢ ABTOMATM30BaHe BUABNEHHA Ta pearyBaHHA




ALABYRIMTFI LABYRINTH DECEPTION PLATFORM

Mnatpopma cTBOptOE Bpa3nmei IT cepBicn Ta 4OAATKU, B pa3u 36inbLUyOYM NAOLWLY aTaKM Ta AE€30PIiEHTYIOUM
aTakytoumnx. Labyrinth npoBOKy€e 310BMUCHMKIB Ha Aii, BUABASE Ta BiACTEXKYE BCIO IXHIO AiANbHICTb Ta i30/110€ iX Big,
peasibHOI IT-mepexi.
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AILABY RINTFI

KEY CAPABILITIES: THREAT DETECTION

e Po3BiAyBanbHa AiANbHICTb

e Cnpobun HecaHKLioHOBaHOro AOCTyNy

]

YRINTH

e EKcnayaTalis BpasineocTe

e Command and Control ataku

Graph

shellshock has been exploited

Point Info

Point ID shellshock-6baa5a99
t IP 192.168.80.230

Point Type shellshock

Attacker Info

Source IP 192.168.80.1

Reason shellshock has been exploited
Alert Score 5

Risk Score 20

10/29/2019

IR
Status open
IR Link N/A (Case not created yet)

Alerts

. shellshock has been exploited 5
(open)

Timestamp: 2019-10-29 17:35:45.047000

Destination IP: 192.168.80.230

1D: b90db1ed-9f61-4212-8bfa-

6b1d1d771725

IR link: N/A (Case not created vet

Source IP: 192.168.80.1

Point Honeynet: honeynet01

Point Location: dc1

Point Hostname:

Point ID: shellshock-6baa5a99

Point IP: 192.168.80.230

Point Type: shellshock

. Suspicious file has been created 1
(open)

Timestamp: 2019-08-08 21:03:07.184000

Destination IP: 192.168.80.205

ID: 4d88c54e-fa7e-41a2-

a231-68468ec22752

IR link: N/A (Case not created yet|

Source IP:

Point Honeynet: honeynet01

Point Location: dc1

Point Hostname:

Point ID: sshd-e3a0963d

Point IP: 192.168.80.205

Point Type: sshd

sshd successful login 4 (open)
imestamp: 2019-08-08 21:56:23.905000
Destination IP: 192.168.80.205
ID: 4d4ba92e-465a-4b30-
ae70-7a8d74d67c00
IR link: N/A (Case not created yet|
Source IP: 192.168.80.1
Point Honeynet: honeynet01
Point Location: dc1
Point Hostname:
Point ID: sshd-e3a0963d
Point IP: 192.168.80.205
Point Type: sshd

’ sshd bruteforce attempt 4 (open)
imestamp: 2019-08-08 21:56:23.905000
Destination IP: 192.168.80.205

1D: 804124£2-440c-4969-
h54e-75Adcha3’70e




ALABYRIMTFI KEY CAPABILITIES: THREAT ANALYSIS

e Arperauis cnosiwieHb e AHanNi3 NoBeAiHKU
e Cnpobu goctyny ® AHaNi3 KOHTEHTY
e
Shell command execution 10/29/2019 7:43:07

Point Info Attacker Info IR
Point ID vsftpd-backdoor-e98aa9b8 Source IP Status open
Point IP 192.168.80.233 Reason Shell command execution IR Link N/A (Case not created yet)

Point Type vsftpd-backdoor Alert Score 1
Risk Score 0

Suspicious file has been created 10/29/2019 7:43:07

Point Info Attacker Info IR
Point ID vsftpd-backdoor-e983a9b8 Source IP Status open
Point IP 192.168.80.233 Reason Suspicious file has been created IR Link N/A (Case not created yet)
Point Type vsftpd-backdoor Alert Score 1
Risk Score 0



ALABYRIMTFI KEY CAPABILITIES: AUTOMATED RESPONSE

e [loBHa NiATPUMKA PO3CNiayBaHb * |30/1ALi8 CKOMNPOMEHTOBAHMUX XOCTIiB

e ABTOMaTU4YHa reHepaLia iHAuKaTopis 3arpo3  ® CTBOPEHHA 3BITIB

,;TheHive + NewCase + Mytasks @ Waiting tasks @ Alerts (728

l# Dashboards Q Search

_ & Admin ~ o admin

Case # 6 - shellshock has been exploited

2 Created by admin & Tue, Oct 29th, 2019 19:44 +02:00 & 2 Related cases
@ Details = Tasks @ A Observables @

Summary

Title shellshock has been exploited
Severity

TP

PAP

Assignee admin

Date Tue, Oct 29th, 2019 19:36 +02:00
Tags m m
Additional information +

Risk Score 20

Alert Score 5

Location dcl

Network ID honeynet0l

Point Type shellshock

Point ID shellshock-6baa5a99

Instance ID 23c5f56daf33

@ Close ™ Flag # Merge % Remove

Related cases

Newest (Ca #5

Created on 2019-09-03
Shares 1 observable
Tagged as

[iabint ] vsipd-baclioor ]

Oldest (Case # 3 - vsftpd backdoor has been explc

Created on 2019-08-20
Shares 1 observable

Tagged as
vsftpd-backdoor
See all (2 related cases)
Metrics

No metrics have been set

2 Open in new window = Hide

+ Added by admin

@ shellshock has been exploited

® 2 minutes

] ntains 2 observ
description: shelishock has been exploited




ALABYRINTH INTEGRATIONS
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SILABYRIMNTFI UNIQUE FEATURES

AKTUBHUMU 3aXUCT

KnieHTcbKi Honeypots - ye
aKTUBHI NpuUcTpoi 6e3nekKy,
AKI BUKOPUCTOBYHOTbCA ANA
NOLUYKY LWKISANBUX
cepsepis, LLO aTaKyoTb
KNIEHTIB Ta BUABJIEHHA
MITM. BoHn noBoaATbCA AK
KNIEHT | NepeBipAloTb, UM
CTanaca aTaka.




SILABYRINMTHI USE CASES

® PaHHE BMABNEHHA 3arpos3 B
MepeXi

* [IpOAKTUBHMI 3aXUCT LABYRINTH AND CYBER KILL CHAIN
*BuABNEHHA LiILOBUX aTaK @ .
e CkopoyeHHsa Dwell Time (, Q g

e letekTyBaHHA Man-In-the: ‘: E 3 > [ b 5 n 3
Middle

CommaND AND  ACTIONS ON

S H@O B

ReconnAissANCE WEAPONIZATION DELIVERY EXPLOITATION INSTALLATION costniis e
*Po3ni3HaBaHHA Lateral
Movement
A Y ! v / —
1" e WBKaKe pearyBaHHs Ha AILABYRINTH
IHUMAOEHTH

Jo

e Po3cnigyBaHHA IHUMAEHTIB



AILABY RINTFI

BUSINESS VALUE

N

[=]

3YNMUHAE CKNAAHI 3ATPO3U

BuAasnAe uinboBi Ta po3LWMpeHi

dTaku, He BMMararoyu nonepe,u,Hix

3HaHb Npo Gopmy, TUMN YK
NoBeAiHKY 3arpo3u.

NMPOCTE BNPOBAAMEHHA

LLIBMAKe Ta NpocTe po3ropTaHHA 6e3

CUCTEMHUX KOHOIKTIB Ta 3

MiHiManbHUM 06cnyroByBaHHAM - H6e3
6a3 AaHWX, CUTHATYP YM NPaBUA ANS

Ha/1alWTyBaHHA Ta OHOB/1IEHHA

HY/1bOBWIA BN/IUB HA
NMPOAYKTUBHICTb

Hemae HeraTMBHOro BNAnBY Ha
NPOAYKTUBHICTb MEPENKEBUX NPUCTPOIB,
XOCTiB, CEpBEpPIB UM NpOrpam.

3HUXKEHHA ONEPALLIMHUX BUTPAT
A0 30%

He 36upa€e TOHN AaHUX, HE TEHEpPYE
NOMW/IKOBI MO3UTUBHI CNOBILLEHHSA,
He NoTPibHO cneuia/IbHUX HAaBUYOK
ana pobotu.

ABTOMATU3ALIA PEAKLIT HA

IHUMAEHTU

MpUCKOPIOE pearyBaHHA Ha iIHUMAEHTH,
CKOPOYYIOUYM CEPEIHIN Yac BUABNEHHSA Ta
pearyBaHHsa (MTTD, MTTR) 8 12 PA3IB



AILABY RINTFI

CHANGE THE GAME

Ha npotuBary 6inbw TpagnuinHMm
nigxogam go 6e3neku, nnatdopma
Labyrinth Deception gonomarae 3miHUTH
NpaBwuIa rpy Ha KOPUCTb 3aXUCHUKIB.

Tenep HanagHWKKU matoTb ByTM npasi B
100% BunagkiB, a 3axMCHUKaM, LWOO ix
3YNUHUTU, AOCTaTHbO WO6 nowacTuno
BCbOro OAMH pas.

[Jopatoun ayxke edbeKTUBHUM pPiBEHb A0
NOTOYHMX MEXaHI3MIiB BUABNEHHA 3arpos,
Labyrinth morke BMABUTM Ta 3YNUHUTK
aTaku AKi 0b6iMWANM 3axuCT nepumeTpy
Mepexi.

The Five Use Cases of Deception

Sophistication

of Use case
A
5. Active
Very attacker
i engagement
High T
proactive
[ threat hunting
High 3. Production g
of local 1oC
and MRTI
Medium 2. Detection
and response
1. Basic threat
LG detection
Low Medium High Very High

“CneuianictTh 3 ynpaBniHHA 6e3MeKod Ta PU3MKOM, SKi LWYKAKOTb
IHCTPYMEHTU ana po3pobkm abo poswmnpeHHA OYHKLUiA BUABNEHHA Ta
pearyBaHHsi Ha 3arpo3u, MOBUHHI BK/IKOYUTU B CBIM CTEK IHCTPYMEHTHU
Deception."

Gartner, Improve Your Threat Detection Function With Deception
Technologies, 2019



Labyrinth Deception Platform

Inside the network Deception-based Detection 1

Perimeter Security
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OCHOBH1 CKNAaAoB1 naaTpopmu
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ApX1TeKTypa piweHHAa Labyrinth

Administrator

~ N

Y

Operators

Alerts collecting from Management Console
Alerts status updates form IR appliance

Incident
Response

Management
Console
(Virtual Appliance)

Point management

VLAN1

HTTP service

Worker Node
(Virtual Appliance)

e _g.]_ imitation

Getting Logs (events)

Management
(Web interface)

Events collection
from imitated services

Event Analysis
Alerting Integration

e (/]

[ [

RDP

(Apache, etc) \=/
Attacker's C _D
SSH server requests Attacker
Insider Malware
=]
————-—
) |
Workstation 1
|
|
|
1
Outlook Web |
Access 1 =~/
[ ]
' o
! Attacker's
: requests Attacker
1

Insider Malware

System Info flow

to Management Console
Seeder Agent deployment
on user Workstation

N

ke

58

Workstation
(Windows/Linux)
Seeder Agent

O

[ R

h g/

U

O

Workstation (Windows/Linux)

Seeder Agent

O

Attacker

Insider Malware

D
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POo3WMPEHHA pP13HOMAHTTHOCT1 TUN1B Point

YRINTHI

Point Types

Name Version Description

‘ Shellshock v1.0 Shellshock vulnerable web service imitation

\ Fortigate WebUlI beta Fortigate Web Interface imitaton

& Points ng;cgzoft Outlook Web v0.8 Microsoft Outlook Web Access logon page imitation
vsFTPd backdoor v1.8 vsFTPd 2.3.4 with backdoor
askod v1.0 ASKOD (Ukraine)
Types [ : TR

1C8.1 v2.2 1C: Npeanpusatne Web login page and oData APl imitation
NetBIOS client v2.2 NetBIOS client imitates Windows hosts discovery and interaction (share access)
VMWare ESX WebUI v0.8 VMWare Web Interface imitation
SSH daemon v2.2 SSH service imitation
RDP MITM proxy v1.0 RDP MITM proxy that proxies traffic to existing RDP service
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KepyBaHHA CUCTEMOK

YRINTHI

B — INTELLEGENT
I I l IT DISTRIBUTION




Bi3yani3ayia 1HUUAEHT1B

YRINTH
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B3aemMoaifa peasibHUX Ta 1M1TOBAHUX
cncTem

YRINTH
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Arperayisa AaHUX MNpoO P13HOTUMNHT aTaKWM

HA Polnt

VMWare ESX bruteforce attempt

Point InFo

Point ID vimmware_esx-8244c017
Poink IP 192.168. 1

Point Type vmware_esx

Web scanner has been detected

Point InFo

Point ID vimmware_esx-8244c017
Poink IP 192.168.200.51

Point Type vmware_esx

Attacker Info
Source IP 192.168.200.238

Reason VMWare ESX bruteforce attempt

Alert Score 4
Risk Score 176

Attacker Info
Source IP 192.168.200.238

Reason Web scanner has been detected

Alert Score 1
Risk Score 166

Controls

al
.

IR
Status open
IR Link N/A (Case not created yet)

IR
Status open
IR Link N/A (Case not created yek)

24.02.2020 18:12:16
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B1a00paXxeHHA NOCNT1A0BHOCT1 aTakK Ta iX
3M1CT

2l YRINTH

Timelines Alerts

ECnSynEs @ Open In Progress Ignored @ Closed

o x 05 AM 05 AM o7 AM 08 AM [ oo Am 10 AM 11 AW 12 PM 01 M 02 PM 03PM 04 PM 05 PM 06 PM 07 PM 08 PM 09 PM 10 PM 11 PM Tue 25 01 AM 02 AM 03 AM 04 AM
- % : ®
Q Alerts Aler Risk
44 1 £ i lert Ris|

® 24.02.2020 16:44:03 shellshock-5e92f5e3 shellshock 192.168.200.238 SO Lco,c m Vv
T s > ot Risk

® 24.02.2020 16:42:09 sshd-4456ce12 sshd 192.168.200.238 |‘wm s | score A
102

Point Info

| Attacker Info

IR

1D: sshd-4456ce12
IP: 192.168.200.33
Type: sshd

Source IP; 192.168.200.238
Reason: sshd successful login
Alert score: 4

Risk score: 102

Status: open
IR Link: N/A (Case not created yet)

Events related to the Alert(timeline)

Point Type sshd. Point ID sshd-4456ce12. Location de1. Source IP 192.168.200.238. Message New connection: 192.168.200.238:38012 (192.168.200.33:2022) [session: 42364524eef2].

‘ Point Type sshd. Point ID sshd-4456ce12. Location dc1. Source IP 192.168.200.238. Message Connection lost after 0 seconds.

‘ Point Type sshd. Point |D sshd-4456ce12. Location de1. Source IP 192.168.200.238. Message New connection: 192.168.200.238:49452 (192.168.200.33:2022) [session: 7dda386cdé55].

@ 24.02.2020 16:41:57 shellshock-5e92f5e3 shellshock 103.103.103.103

® 24.02.2020 16:41:57 shellshock-5e92f5e3 shellshock

@ 24.02.2020 15:51:59 sshd-13202584 sshd 192.168.200.238

| Alert | Risk

score 4 |score 0 N

Alert Risk
score 1 |score 0

Alert
score 4

Risk
score 92 ¥




[MOCT1UHEe OHOBJIeHHA 1 BAOCKOHAJIeHHS
cCucTeMu

YRINTH

Update

Current version : v0.2.1-12-g87d985d

‘ Check For updates

Version control:
v (2) v0.2.1-12-g87d985d

(2) v0.2.1-10-g0a3e0cc Switch

(?) v0.2.0-2-g08316f2 Switch

{g} Settings (3) v0.2.0-1-g736bdd7 Switch
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